Exploring the Vulnerability of Natural Language Processing
Models via Universal Adversarial Texts

Motivation
Universal adversarial texts (UATs) refer to short pieces of text units that
can largely affect the predictions of Natural Language Processing (NLP)
models. Recent studies on universal adversarial attacks require the
availability of validation/test data which may not always be available in
practice. We question that whether it is possible to generate effective
UATs with manually crafted examples.

Data-Free Adjusted Gradient (DFAG) Attacks
How to calculate gradients? In order to compute more reliable
gradient, we generate pseudo-samples which are dense in the
embedding space and aggregate the gradients of the pseudo-samples

we also examine pre-trained embeddings, including static pre-trained
word embeddings and contextualized ones from the pre-trained language
model BERT . These embeddings have been widely used in different NLP
applications. We find that pre-trained word embeddings could deteriorate
model robustness to UATs, and even self-attention models can become
vulnerable with pre-trained embeddings.

Transferability
Our experiments show that UATs are often transferable among models
that use the same pre-trained embeddings. This reveals one unique
vulnerability of NLP models to UATs

Why data-free? If the adversary chooses to manually craft the example.
This is feasible because the only requirement for the example is that it
does not belong to the targeted class.

Training Data Artifacts
We also reveal that the effectiveness of UATs generated for LSTM and CNN
models exposes certain training data artifacts, i.e., important words in the
training data that are more closely correlated with the targeted class. In contrast,
self-attention models are relatively more robust to UATs. This finding is
consistent with previous study on model robustness to training data artifacts, so
it is likely that self-attention models suffer less from training data artifacts.

Effectiveness of Data-Free Attacks: According to the evaluation, our
proposed DFAG attacks achieve a comparable performance as the
original linear approximation method on most of the NLP models. We
find that UATs generated by our method highly overlap with those from
the original linear approximation method . This indicates that the
vulnerability of UATs may be inherent in the models. To better
understand the vulnerability, we take text classification as an example
and dive into different neural network architectures.

Vulnerability
We further explore where the vulnerabilities come from in terms of
network architecture and pre-trained embedding on three text
classification datasets.
We first evaluate the most commonly used architectures, showing that:
1) CNN-based and LSTM models are notably more vulnerable to UATs
than self-attention models; 2) the vulnerability/robustness difference
between of CNN/LSTM models and self-attention models could be
attributed to whether or not they rely on training data artifacts for
predictions;

